






[image: ]

[bookmark: _Toc206177441][bookmark: _Toc206423006][bookmark: _Toc210833008][bookmark: _Toc215223318][bookmark: _Toc215685334]INCIDENT MANAGEMENT POLICY
Aidacare Information Technology
QR-GRC-000 V01

	[bookmark: _Toc189468058]
	



[bookmark: _Toc189468060][bookmark: _Hlk189467372]

Contents
1.0	PURPOSE	2
2.0	SCOPE	2
3.0	DEFINITIONS	2
4.0	NIST CSF REQUIREMENTS	2
5.0	POLICY STATEMENTS	3
5.1	INCIDENT REPORTING	3
5.2	INCIDENT CLASSIFICATION	4
5.3	INCIDENT RESPONSE PROCEDURE	4
5.4	COMMUNICATION	5
5.5	TRAINING AND AWARENESS	6
6.0	ROLES AND RESPONSIBILITIES	6
6.1	RACI MATRIX	7
7.0	RELATED DOCUMENTS	8
8.0	AUDITING	8
9.0	COMPLIANCE WITH POLICY	8
10.0	DOCUMENT CONTROL	8

















1. [bookmark: _Toc215685336]PURPOSE
The purpose of this policy is to establish a structured approach for identifying, reporting, managing, and resolving both technology and cybersecurity incidents to minimise disruption, protect information assets, and maintain business continuity within Aidacare. It aims to protect the confidentiality, integrity, and availability of information and systems by ensuring timely and effective response actions.
[bookmark: _Toc215685337]SCOPE
This policy applies to all data, applications, and systems deemed critical for business operations, including servers, desktops, laptops, databases, and cloud-hosted services. 
· All types of incidents including:
· Cybersecurity Incidents: Unauthorised access, malware, phishing, DDoS, data breaches, etc.
· Technology Incidents: System or application outages, facility issues, process failures, or service disruptions that affect or have the potential to affect the availability, performance, or functionality of critical business applications, services, or supporting infrastructure for business users.
[bookmark: _Toc189468063][bookmark: _Toc215685338]
DEFINITIONS
	Terms 
	Definition 

	Event
	Any observable occurrence in an IT system or service, which may be informational, a warning, or an exception, but does not necessarily indicate a failure.

	Incident
	An incident is an unplanned interruption, degradation in system performance, failure of a system, service, or process that impacts or has the potential to impact business operations, subject to the criticality of the system, service & process. 	Comment by Nadav Moas: Added for qualification. 
An incident may also be triggered when multiple events of interest, identified through alarms, thresholds, or correlation rules, collectively indicate a condition requiring investigation or response, while individually would not be considered to be an incident.	Comment by Nadav Moas: Added for qualification.

	Cyber Incident
	Security related event or confirmed occurrence that significantly threatens or compromises the confidentiality, integrity, or availability of information systems or data.	Comment by Nadav Moas: Added. Not any threat is an incident.

	Business Impact Analysis (BIA) 
	The process of identifying critical business functions and assessment of the impact of their disruption on the organisation.

	Critical Systems
	IT systems, applications, or processes that are essential to business operations and should be prioritised for recovery. The critical systems are identified during the business impact analysis.

	Downtime
	The period during which a system, application, or service is unavailable or non-operational.

	Failover
	The process of switching to a redundant or standby system, server, or network upon the failure of the primary system.

	Recovery Time Objective (RTO)
	Defines the target recovery timelines for the restoration of business operations.

	Recovery Point Objective (RPO)
	Specifies the maximum acceptable amount of data loss measured in time before a disruption.
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NIST CSF REQUIREMENTS
Following are the key requirements from NIST Cybersecurity frameworks which are relevant to this policy:
	CSF Function
	Subcategory 

	Govern (GV)
	GV.SC-08: Relevant suppliers and other third parties are included in incident planning, response, and recovery activities

	Detect (DE)
	DE.AE-02: Potentially adverse events are analysed to better understand associated activities

	
	DE.AE-03: Information is correlated from multiple sources

	
	DE.AE-04: The estimated impact and scope of adverse events are determined.

	
	DE.AE-06: Information on adverse events is provided to authorized staff and tools.

	
	DE.AE-08: Incidents are declared when adverse events meet the defined incident criteria.

	Respond (RS)
	RS.MA-01: The incident response plan is executed once an incident is declared in coordination with relevant third parties.

	
	RS.MA-02: Incident reports are triaged and validated.

	
	RS.MA-03: Incidents are categorized and prioritised.

	
	RS.MA-04: Incidents are escalated or elevated as needed.

	
	RS.MA-05: The criteria for initiating incident recovery are applied.

	
	RS.AN-03: Analysis is performed to determine what has taken place during an incident and the root cause of the incident.

	
	RS.AN-07: Incident data and metadata are collected, and their integrity and provenance are preserved.

	
	RS.AN-08: The incident’s magnitude is estimated and validated.

	
	RS.CO-02: Internal and external stakeholders are notified of incidents.

	
	RS.MI-01: Incidents are contained.

	
	RS.MI-02: Incidents are eradicated.

	Recover (RC)
	RC.RP-01: The recovery portion of the incident response plan is executed once initiated from the incident response process.

	
	RC.RP-04: Critical mission functions and cybersecurity risk management are considered to establish post incident operational norms.

	
	RC.RP-05: The integrity of restored assets is verified, systems and services are restored, and normal operating status is confirmed.

	
	RC.RP-06: The criteria for determining the end of incident recovery are applied, and incident-related documentation is completed.

	
	RC.CO-04: Public updates on incident recovery are properly shared using approved methods and messaging.


[bookmark: _Toc215685340]
POLICY STATEMENTS
The following statements define the Aidacare’s approach to managing and responding to technology related incidents. They outline the responsibilities, processes, and coordination required to ensure incidents are detected, assessed, responded to, and resolved effectively.

0.1 [bookmark: _Toc215680485][bookmark: _Toc215685341]BUSINESS IMPACT ANALYSIS (BIA)
A Business Impact Analysis (BIA) should be conducted to assess critical business functions and establish the appropriate Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for effective incident management.
The following policy elements, such as incident reporting, classification, response procedures, and roles and responsibilities are applicable to the identified business critical applications. This policy may be applied to non-critical applications as a best practice.

INCIDENT IDENTIFICATION AND REPORTING
· Incidents may be identified through multiple channels, including reporting from employees, and automated alerts or anomalies detected by system monitoring and security monitoring tools.
· All reports should include relevant details such as date, time, affected systems, observed behaviour, and any actions already taken.
· Cybersecurity alerts identified through system monitoring should be reported to Aidacare IT team within agreed timeframes.
· Reported incidents must be logged and routed for initial triage to determine severity, impact, and required response actions.
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[bookmark: _Toc215685342]INCIDENT CLASSIFICATION	Comment by Nadav Moas: I did not review the specifics. I think that is an outcome of risk management policy and BIA, which we need to conduct first. As a starting position in a policy, Arthur and I accept those below, but again, we expect those to change.
Incidents should be classified by type and severity:
	Severity
	Description
	
Impact
	
Example (s)
	
Response Expectation

	Critical (P1)
	Severe incident causing complete loss of a critical business service, major security breach, or significant operational/ financial impact.
	· Significant financial loss (Revenue greater than 1 week)
· Major operational outage.
· Legal or contractual exposure.
· Significant reputational damage.
	· Enterprise-wide ERP outage impacting the organisation or multiple business units, ransomware attack leading to inaccessible IT or a confirmed cyber incident.
	Acknowledge: Immediate Response: Immediate. Escalate to senior management within 2 hours

	High (P2)
	Major disruption or security event that significantly impacts operations but does not halt all critical services.
	· Noticeable financial impact (Revenue of up to 2-3 days)
· Disruption to key business processes.
· Elevated compliance risk.
· Customer or partner impact.
	· Major business critical application outage affecting multiple business units or a significant number of users, significant application performance degradation impacting a large number of users.
	Acknowledge within 4 hours; Respond within 4 hours; 
Escalate as needed

	Medium (P3)
	Moderate impact incident that affects a limited number of users or services and has a workaround available.
	· Minor financial impact.
· Localised operational disruption.
· Limited compliance or customer impact.
	· Localised application errors, isolated account lockouts tied to suspicious activity, minor network interruptions.
	Respond within 1 business day

	Low (P4)
	Minimal impact event with no significant disruption to business operations.

	· Negligible financial or operational effect; no impact on customers or reputation.
	· Minor configuration issues, isolated user-reported issues, routine alerts requiring verification.
	Log and monitor; respond as part of routine support


[bookmark: _Toc215685343]
Applicability of Incident Response procedure
The Incident Response Procedure (section 5.4) applies to all incidents classified as Critical or High severity. These incidents require coordinated response activities, timely escalation, and documented actions to ensure appropriate containment, mitigation, and restoration of services. The procedure applies to Medium rated incidents as a best practice. Incident rated Low are to be managed by the IT Lead or delegated team members as appropriate.

INCIDENT RESPONSE PROCEDURE
All incidents should be handled using the following lifecycle.

Detection and Reporting
· Detection Sources: Incidents may be identified through user-reported issues or through automated alerts generated by system and security monitoring tools. These sources provide visibility into abnormal, suspicious, or disruptive activity requiring assessment.
· IT Lead Notification: The IT team members continuously monitor system performance and will escalate detected incidents to the appropriate IT Lead or CTO based on the severity of the incidents.

Initial Assessment
· Upon receiving a report or an alert, the IT Lead (or delegated authority) for the affected technology asset will promptly perform an initial assessment to determine the nature, scope, impact, and suspected cause of the incident.
· Following initial assessment, the incident will be classified and assigned a severity rating (P1–P4) in accordance with the criteria defined in Section 4.2, based on impact, urgency, and risk to the organisation.
· All suspected or confirmed incidents (P1 – Critical, P2 – High or P3 – Medium) must be recorded in the approved incident management system, including (at a minimum) the date and time of detection, reporter details, affected systems or services, initial symptoms, and any immediate actions taken.
· Incidents causing major disruption (Severity being P1) could trigger activation of the Disaster Recovery Plan. Please refer to DR Policy.
· Incident records are triaged and validated to confirm incident status, refine impact and scope, and determine the appropriate response path, escalation, and resource allocation.

Containment and Mitigation
· The IT Lead of the technology asset will take immediate action to contain the incident. This may include implementing an emergency change, isolating affected devices, blocking malicious activities, or applying temporary workarounds.
· For operational incidents, the responsible department will manage containment and mitigation measures.
· For P1 and P2 Incidents, an update should be provided to the CTO on a regular basis.
Resolution and Recovery
· The IT Lead or their delegate will work to resolve the incident by addressing the root cause, restoring affected systems or services while ensuring that essential operations continue to support critical activities, and validating that normal operations are resumed.
· Operational teams will recover affected processes or services as needed.
Post-Incident Review
· For critical (P1) and high (P2) incidents, the IT Lead will perform a review within 5 business days of resolving the incident to evaluate the response and identify improvements.
· Lessons learned will be documented and shared with relevant stakeholders.
Documentation and Lessons Learnt
· Incidents of P1 and P2 should be documented, including details such as timeline, actions taken, and final resolution.
· Improvements identified through the review process will inform updates to policies, controls, and staff training.
[bookmark: _Toc215685344]COMMUNICATION
Effective communication is essential to contain incidents, minimise disruption, and ensure appropriate stakeholder engagement.
· Internal Communication:
· The IT Lead will inform relevant internal stakeholders (e.g., CTO, department heads, management) based on the priority and impact of the incident.
· Critical incidents (P1) should be reported to the CTO within 2 hours of confirmation. CTO to provide an upward notification and updates to CEO and the Board as necessary.
· External Communication:
· External communication (e.g., customers, partners, regulators) should be coordinated and approved by CEO and CTO.
· Legal and compliance requirements should be considered before any public or third-party disclosures.
[bookmark: _Toc215685345]
TRAINING AND AWARENESS
To reduce incident occurrence and improve response readiness, all employees should be aware of their responsibilities of notifying the IT Team as soon as they are aware of any significant technology related issues.
· Annual awareness training will be provided to all staff on:
· How to recognise and report cybersecurity and operational incidents
· Common threats (e.g., phishing, social engineering)
· Secure use of IT systems
· IT Lead may conduct phishing simulations or tabletop exercises periodically to test readiness and reinforce learning.





[bookmark: _Toc215685346]ROLES AND RESPONSIBILITIES
	Chief Executive Officer (CEO)
	· Review and approve the Policy

	Chief Technology Officer (CTO)
	· Accountable for implementing the incident management policy. 
· Perform Business Impact Analysis (BIA) to identify critical business processes and associated recovery requirements.
· Monitoring of the Key Performance Indicators (KPIs).

	IT Lead of the Technology Asset
	· First point of contact for incident reports
· Coordinate containment and resolution 
· Liaise with vendor for cybersecurity incidents
· Manage communication with internal stakeholders.
· Maintain the incident records
· Liaise with vendor to conduct post-incident reviews
· Conduct initial triage and classification
· Detect, analyse, and alert IT to suspicious activity
· Assist with endpoint containment and remediation
· Provide technical details for investigation
· Support root cause analysis (for cyber incidents)

	All Employees
	· Report suspected incidents promptly
· Follow instructions during incident response
· Participate in awareness training


[bookmark: _Toc207629676][bookmark: _Toc210632256][bookmark: _Toc210832336][bookmark: _Toc215685347]RACI MATRIX
	Task 
	CEO
	CTO
	IT Lead of the Technology Asset

	Review and approve the policy
	R
	A
	C

	Detect and log an incident in a service management system
	-
	I
	A/R

	Define system specific standard operating procedures including escalation paths for incident management
	I
	C
	A/R

	Triaging and validating incidents
	-
	I
	A/R

	Classify and prioritise incidents for resolution
	-
	I
	A/R

	Perform remediation and resolution of an incident
	-
	I
	A/R

	Track incident progress throughout the lifecycle (Critical and High Incidents)
	I
	A
	R

	Track incident progress throughout the lifecycle (Medium and Low Incidents)
	-
	I
	A/R

	Manage internal communication (Critical and High Incidents)
	I
	A
	A/R

	Manage external communication
(Critical and High Incidents)
	A
	R
	C

	Restore systems and services to normal operation (Critical and High Incidents)
	I
	A
	R

	Update and maintain incident records (Critical and High Incidents)
	I
	A
	R 

	Perform post incident review and document lessons-learnt/problem management (Critical and High Incidents)
	I
	A
	R

	Manage internal communication (Medium and Low Incidents)
	- 
	C
	A/R

	Manage external communication
(Medium and Low Incidents)
	I
	C
	A/R

	Restore systems and services to normal operation (Medium and Low Incidents)
	-
	C
	A/R

	Update and maintain incident records (Medium and Low Incidents)
	-
	C
	A/R

	Perform post incident review and document lessons-learnt/problem management (Medium and Low Incidents)
	-
	C
	A/R

	Manage vendor SLAs wherever required 
	I
	C
	A/R

	Monitor compliance to this policy
	I
	A
	R


Legend
· [bookmark: _Toc189468067][bookmark: _Toc215685348]R – Responsible: Performs the work required to complete the task or activity.
· A – Accountable: Has ultimate ownership of the task and is answerable for the final decision or outcome.
· C – Consulted: Provides subject matter expertise, guidance or input during the task.
· I – Informed: Receives updates on progress, decisions and outcomes but is not directly involved in execution.
RELATED DOCUMENTS 
· Disaster Recovery Policy.

[bookmark: _Toc215685349]AUDITING 
· Policies and controlled supporting documents are reviewed annually by the G&R Coordinator and relevant stakeholders during the internal audits. Additional reviews may be initiated following significant changes or as requested by executive management. 
· Additional auditing or review cycles outside of the internal audit cycle, is highly encouraged. If required, outline in this section the frequency, the nominated auditor and how outcomes will be handled.
[bookmark: _Toc215685350]COMPLIANCE WITH POLICY 
Compliance with this policy is mandatory and a breach is considered to be a serious matter that may result in disciplinary action.  Disciplinary action will be based on the severity of the matter and may include immediate dismissal.    
Staff must familiarise themselves with, understand, and follow all relevant policies, procedures, and guidelines in the course of their duties. Failure to comply with these standards can negatively impact the organisation, its operations, and its reputation
[bookmark: _Toc215685351]DOCUMENT CONTROL 
	Document ID:
	[Assigned by GRC Coord once the policy is approved, and before publishing]

	Policy Owner:
	Nadav Moas, Chief Technology Officer

	Department:
	Information Technology

	Effective Date:
	

	Next Review Date:
	 <<If different to the standard 3 year >>

	Published Location:
	<<Intranet Section (name, not link)>>
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